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Analysis of Group Users’ Relationship Based on TikTok Mutual Contacts
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Abstract Many popular social apps have the function of showing mutual relationship between users. However, the
exposure of mutual relationship may lead to the occurrence of user privacy security problems. Taking China's most
famous short video software TikTok as the research object, a privacy disclosure security vulnerability in the mutual
contacts function of TikTok is analyzed. A method of vulnerability exploiting and attacking for group users is
proposed. The attack effect is that even if some users are not allowed to find themselves through their mobile phone
numbers by some settings, an attacker can still use the known mobile phone numbers of group users and the internal
connections among group users to get these users’ TikTok accounts. After getting as many TikTok accounts of the
group users as possible, attackers can collect the following, contacts, video likes and comments information among
group users, and use this information to calculate users' relationship, which can provide some assistance for
launching further effective attacks. Two indexes—intimacy and group-activeness—are proposed to describe users’
relationship, and the calculation method of these two indexes is given. Through the experiment of three real groups
in society, the effectiveness of user relationship calculation is verified. In the end, the security threats to users are
analyzed and the security prevention suggestions are given.

Key words TikTok; mutual relationship; privacy disclosure; security vulnerability; user relationship

WE RLZATHAZ App AABTHA P Z LR XA, Ad, ERXZAORZLTRFHMN P
RAPAG KA. AF B R4 GGEAMBAFT AT E, 2T HEBRIKREASDRA LG R P e
W RF. RET —A4AEARR P ORRAA AFLELT X, ZLHFT X TUAEI A RAE, BpEEARP L
MR PEETAAFEBIFNTRE AT, KEFMHART AR R LA AR P 6 F 5B Ffa 2R H P Z 1869
NAEKZRFIER P OFFIKRST. LFHFERFEHERFTPRATREZON P OFFTIRTE, TUMXER P e L
Z A8 KIER A, B RE L, M ERAipit 3 EITICE, AAARXRE LT EBEKRAPFZIRANXER, A
RAR#— TR HAFRE— ). RETHAERN P XEZQ 2N FFERFBHRERE, T84BT
R2APARGY T ik, B EAR T INAEHRGER, BiET AP X R T HOARN, 24T XA
PR m g 22 mM, 48T ReRTREBL

X42E HE, ERXF; BAAEE; 24RA; AFXAE

HPEETHES TP309

Wi H#A: 2020-09-23; f&EIHHA: 2021-04-21
ELWH: EXAREFELTE (31900710)

This work was supported by the National Natural Science Foundation of China (31900710).
WEEL: Rt (yuehz@xynu.edu.cn)



i

K5 KB

BEE LR R A e, W28 A3 J o — R (1
I ¥, —BEURAT IIALAC App © & A N AT AN H]
BRI —ER 5y, ARG 75 BAZHRAN R RN IE )
HEP & HAMRZRUT AL App AR B HRILF R
RMTIRE, 2 AP AT VBB B2 8 A FE R R A
N, BFFLFRBRAR N FRFRL . £ 15 7L
HAILFR R R EERIALSE App, A& 1 oAl LLE
B QQ 4, HoAth App I B R 5C R AT 7 2 2
—ERIRTSE, Blhn. S RO OB R S B
NAREEFR LR, BE A E RS AR,
SR R A IR I AR AT S R A RERROUT

F. Br QQ FIAE LAAR ) Hodth App R 75 B4 & — € Y
FeRA i BRI A EILE R, XL FE SR EEAFE
HFERRMBEN LR RRH 28 2 TN
&, AR App B RIEFESC RN BEA—FE, B QQ
X g s 3L [F I A B LAA, Hoft 1A App RERE 2
ALEC RN E, MR ERLEXRIH 4
B BRATR I, X5 App A PIRIEEE LRI SR
(RIThRe, FEH 2 1 1A P HERE T R B A (e
QQ. #}3%. Facebook. LinkedIn), #Rifi, t24 App
FEN T TR P R i AR RN B B N
FIT it BRI S, 8] Gn R R P B A2 N A8 A A

Table 1 Apps That Can Show Mutual Relationship
£ 1 BRIEFIRAER App

7 SRR WEBMNE SRR AT LA
S 7 1
e U P 1 P B itk B A
QQ W R SR AN A
SCABE R ASE R T ¢RI R
3] 7 > F1{n
Bl PR s Y A
e B SRRRARE PR CRAERFARR
RIAR 3]
f) 46 S T T 14 A7 BT
“ 7T LLE IR [0 4 A2 B
R g AR

acenoo Yl
7N ':'] ;é/%\ BJ ﬁ%

Linked|! A ER
Inkedin Y %Mg.%

R EB BN “NE RIERETE
o LAAMIE T
“HERTBLERINR R ik

KAEMN
DI EA “HIRAR

BHILNF KR B D BEAE AL SR Y - 4R A
AR, Ak TIRZ P AL A . flan:
LW I, DRI A R4 A R R O]
FRWHCE, W DASEIE ACE G, SZHE A B HL R £
¥R, P S AT A B R AR
H, RIS Rt A2 AR App da T — S8R 44 4k Tk
7 A ] 9 28 Th RE S RSP R it 5 1) e, il 2 th g
KR B Tk, seid B AL A BRI 2 2 R,
RFEAL MK S, HEWE bR B SR R
B4l —seid 5x App N PHREE T — L AR E,
AP ERs B 32 H S IR R AT R EAE R, A
BB T AR eI Uik, RERS A P I e L ik
B Tt 15 LR 6 R AT KM 22 4 T L 3
ARt ) O, SR ] g

BUAT B 20 T 3K R 9K 2R 110 22 4 1) JBLEK) A S e 2k
A ERA BB B A SRR OB O S, 0
FOMATIAE Ak S BEAR F Pl B8 R (10 5% A 5% 22 M) 55 3 0 R
(R SR i 25 ) L. AR SR DA A ] R 44 (1 AR AR

BLE ], BETCEE App RIE R 5\ Th RE i i L S
th ECSEREAR T B A5 B MU T ™ 22 18] 2
KAWL WL LATLE R, $HERILRBR
NEFYIRER] B HER M, e/ W N R
RONH T HEAT R SRR O T AR AT BATRIL
TEREILFBCR AT REAFAE R — D2 AT, 75 H bs
M egdt i T MNMEERERCGBEE oM “ RRirik
HEFRLR I R RT0 BITEOLR . Bk F 58 T LURI A
SEFPCR A ZHRE A B H AR BT . 3RAT145 51X A
g7 oo/ TP AR HIE SR = pH RNV N R TiRE T USSP
REME RIS AR A R R A e 2 A T R IR S5 2, JF
LA P I (8 5GBS BERER .
PSRV IR AT BRI SRR P 2 1)) 2 3 0 &
R CREEMBREIREL, XEIRE KRG L6
fifg Bl B S e — 25T OB SR e AR B . 3
ATE LT BLSE A — AN SRR S8, U 1 iEat 3
BRI R AT RE AR AR A 7 3335 K5 1A Rk
FFIIUE 1R E R AE BRI RS RSB, B4,



i

K5 KB

PABHAT 7 2@ tr, R T Zelug
.

AR T EEAH A TR -

1) KRBT b E R 44 AR B3
PR AR NI REAFAE ) 2 ARl T DABEFS P A R A
FRAABEE R MEXGT B AE R I (K LU 5 65
R, FIURRRAN P Z M AEE SRR R, RIGHEE
UL ATREZ I IS K55 B

2) R T A EPEIFERAN LR, JFiE
HAA R P L B )RR S BERER .
RS S A28 R F P 2 18] ) 25 3 AT A P
AR I k. 12078k T 5 I8 B H P 22 TR TE
KA BEFRAN SRR RANIERYE, mHBE
R Z T I PPAR R 1 5 FE AE AL, A 2 Bk 1l 3]
SRR IR A T PR RS B, T HESH]
JH AR R

3) 1 HH Uy 3 A AR P (10 55 PR R AR 3
R JSE [ U B 45 AR 6 D By 3 RS A R AR P
B AT R SR (A B, R 1O
SR REIE B 2 AT, g TN B A Y
.

LEERXER

P2 H Al E a4 SRR ALK
1, P 5 A2 B T LA L R R A
R A s H C, 0 R] LU FeAt F - A AL
B FHE M 2016 4 9 H EZLDURFURER R TR
MINS, SRR B R AL 1 5 SR AN 2 11
8, WA TORM RO, BLE SR P A A
SKUF A AR IR B App I EL 2 s SR e P B
WAEAE R, BRI TIXAThEE, WEE
App AL IREUH P FHLUBE AR, et Sy —
S R i 5 1 22 4 ) R A A Y.

B 1R TR —PEE P A N E T, Pi ]
Pl EOEFZM T RERM IR, il E
QEFZM T KATIMISN L, mdif B AEE
P R TR AL

SRT, BEE (BL 2020 SRR A0 ) 11.6.0 ARA 961D
AR 2 s BRCEIRT, AT BME R P AR E 2 1
NIFFLE(E . RS X e A BEAT B E
AKX IEIUE 2 BN E, R F A
FNZH T HIRIER R A 22503 LA,
JFHEATROEE “ AWIEAE R AT HIThREFR .

AR BT 7RCE, B, 43 CdER IR
XHE M IR I E Y “E SRS 1, X
B AR P CRT DL 2 P o R ) o
178 33 “HERTBLREIRORIE . B LsR” EIiix
By iaa” i, AR E R DA K SR

Freedge. B “ VPR R I A I B E N
KIS, oAb P A REIE “ AHRIBE R A T
REFREIM. = “REIKS” EIHEN I K, H
L FORASRER 12 P I RIE R P AR B2 A1
RIS R EE R

ORI, RZHH P AL TR X Lk
WEHEAT Ve B, IXAE 2 B SR AL IR AR S 5 it
TR

Fig. 1 TikTok user personal homepage
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Fig. 2 The mutual contacts function of TikTok
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Fig. 3 Iterative query of group users’ TikTok IDs based on mutual contacts function
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Fig. 4 The collecting process of Tiktok user data
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Fig. 5 Construction method of TikTok legitimate request data
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Fig. 6 The following relationship between group users
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Fig. 7 The contacts relationship between group users
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Fig. 8 The video like relationship between group users
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Fig. 9 The comment intimacy components between group users
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Table 5 Survey Results on the Importance of Intimacy
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Fig. 10 Calculation results of two-way intimacy of group users
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Table 7 Validation of Intimacy Calculation Results
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Fig. 11 Calculation results of group users' group-activeness
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Table 9 The Results of Two Groups' Intimacy Questionnaire
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